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Lesson 1: Managing Device Authentication




Lesson Introduction

i ¥ i Azure AD join

; 2 Azure AD join prerequisites, limitations and benefits
S .. .
] ¢ Joining devices to Azure AD

" Managing devices joined to Azure AD



Azure AD Join Overview

« Windows 10 can join Azure AD

« Typical scenarios:

— Applications and resources are
mostly in the cloud

— Separate temporary accounts

— Enable users to join their device to
the corporate environment

« Join devices during initial setup
or later

« Hybrid Azure AD join
automatically registers your on-
premises domain-joined
devices with Azure AD

Microsoft Azure

£ Search resources, services, and docs (G +/)

rie@endpointzol
ENDPOINTZONE (ENDPOIN|

ks

Azure

Home > EndpointZone

EndpointZ... - X

Active Directory

Overview
Preview features

Diagnose and solve problems

Manage

Users

Groups

External Identities

Roles and administrators
Administrative units
Enterprise applications
Devices

App registrations
Identity Governance
Application proxy
Licenses

Azure AD Connect
Custom domain names
Mobility (MDM and MAM)

Password reset

I Company branding

User settings

[y Devices | All devices

End e - Azure Act

.

All devices
Device settings
Enterprise State Roaming

BitLocker keys (Preview)

¥ o 8 &

Diagnose and solve problems

Activity
E Audit logs

Bulk operation results (Preview)
Troubleshooting + Support

2 New support request

e Directory

«

€ This page includes previews available for your evaluation. View previews —>

L Download devices (Preview)

(D Refresh

== Columns

You can use the activity timestamp to efficiently manage stale devices in your envirenment. Learn more '

\ £ Search by name or device ID or

Name Enabled
[] & epzwinxot Q Yes
[] & Amos's MacBook... @ Yes
[] & epzooooo3 Q Yes
[] @ epzemon @ Yes
[] EH test's MacBook P... @ Yes
[] S karchan-coman2 @ Yes
[ =7 sv-vs-vEera @ Yes
[] @ iphone @ Yes
[] S scasr3s @ Yes
[] & dannygu_Androi.. @ Yes
[ B sennifer's iPad @ Yes
[J] S LAPTOP-SILIDIFA @ Yes
[] Sipad @ Yes
[] = epzooooot O Yes
9 Yes

[J @ ipad

+? Add filters
0s
Windows
MacMDM
Windows
Windows
MacMDM
Windows
Windows
i0s
Windows
AndroidForWork
IPad
Windows
IPad
Windows

IPad

Version

10.0.19042.746

11.2.3 (20D91)

10.0.19042.928

10.0.17763.0

10.15.6 (19G2021)

10.0.19043.1052

10.0.22000.1

13.3

10.0.19042.1052

1.0

14.4.2

10.0.16299.309

13.3.1

10.0.19042.985

133

Join Type
Azure AD joined

Azure AD registered

Hybrid Azure AD joi..

Hybrid Azure AD jol..

Azure AD registered
Azure AD joined
Azure AD joined
Azure AD registered
Azure AD joined
Azure AD registered
Azure AD registered
Azure AD joined
Azure AD registered
Azure AD joined

Azure AD registered

Preview features

Owner

Lee Day

Amos Gilmer

Danny Guillory Jr (A..
Glaeser Chan

Veera Brahmam
None

Danny Guille

Danny G. Guillory
Jennifer Spencer

Danny Guille

None
Danny G. Guillory

None




Azure AD Join Prerequisites, Differences, and Benefits

. Multitenancy is very difficult to implement with AD DS
Azure AD is not a part of the core infrastructure
> Azure AD has different management capabilities than AD DS

i Azure AD is multitenant by design



Joining Devices to Azure AD

sy
* e

Joining a device to Azure AD is a simple

procedure

You can join to Azure AD during

Windows 10 installation, or you can do

it later, at any time by using Settings
pane, a script, or a number of
management tools

You need Azure AD credentials to join
device to Azure AD

?

File Action View Help
Lol AR 1CaNEAN “ Nocl i ¢
| File History - MDM
_| Find My Device .
Handuwriting Enable automatic MDM enrollment  Setting State
= HomeGroup using default Azure AD credentials Enable automatic MDM enrollment using default Azure AD ...  Not configured
Human Presence Edit policy settin A E Disable MDM Enrcliment Not configured
| policy s g
| Internet Explorer
_| Internet Information Services Requirements:
| Location and Sensors At lea
| Maintenance Scheduler . &
M Descrig
| Vap= i E} Enable automatic MDM enrcliment using default Azure AD credentials .
. MDM 1 Next Setting
| Messaging wheth
Microsoft account the dey (O Not Configured Comment:
| Microsoft Defender Antivirus E‘l:r:gg @ Enabled
| Microsoft Defender Application Guard :
Direct: O Disabled
_| Microsoft Defender Exploit Guard enrall 1sanle
“| Microsoft Edge device Supported on: (a4 east Windows 10
| Microsoft Secendary Authentication Fact the MO
| Microsoft User Experience Virtualization
; Options: Help:
| MetMeeting be regi [ [
| OneDrive enrolinf!
Online Assist: Select Credential Type to Use:
- nine Assistance P This policy setting specifies whether to automatically
| OOBE olic User Credential v enroll the device to the Mobile Device Management (MDM)
7 Portable Operating System P I:I'r service configured in Azure Active Directory (Azure AD). If the
Presentation Settings enre i| MDM Application ID: enrollment is successful, the device will remotely managed by
= the MDM service,
| Push To Install |xxxxxxxxxxxxxxx
| Remote Desktop Services setting, Important: The device must be registered in Azure AD for
RSS Feeds enrolln| | MOM Application ID represents the ID of your MDM enrollment to succeed.
- 5 h service| | application that is configured in Azure AD. Thisis 3
< - s 3 \ opticnal and only required for automatic MDM If you do not cenfigure this policy setting, automatic |
Extend| enroliment using device credentials when multiple MDM enrollment will not be initiated.
2 setting(s) MDM applications are configured in Azure AD.

If you enable this policy setting, a task is created to initiate
enrollment of the device to MOM service specified in the Azure
AD.

If you disable this policy setting, MDM will be unenrolled.

Cancel Apply




Managing Devices Joined to Azure AD

< Group Policy manages devices that join on-premises AD DS

. Group Policy is not always available or supported for devices that join Azure AD

Azure AD supports integration with mobile device management (MDM) services such as Intune

. . When integration between Intune and Azure AD is configured, a device that joins Azure AD
& #automatically enrolls with Intune (additional licensing may be required)



DEMO: Enroll a Windows 10 device automatically




Lesson 2: Device Enrollment using Microsoft

Endpoint Configuration Manager




Lesson Introduction

o Introduction to Microsoft Endpoint Manager
,l’:.- Deploying the Microsoft Endpoint Configuration Manager Client

.I Monitoring the Microsoft Endpoint Configuration Manager Client

“ Managing the Microsoft Endpoint Configuration Manager Client



Microsoft Endpoint Manager

Manage on-prem endpoints in the cloud at your own pace

Microsoft Endpoint Manager

= Windows Win Server

On-premises Clients
and Servers

N

Tenant Attach

Configuration
Manager

= Windows

Windows 10
CM + Intune

N

Co-management

Microsoft
Intune

= Windows  macOS

Windows, macOS and
mobile devices

N

Native cloud management



Why Deploy the Configuration Manager Client?

| Default Settings

Background Intelligent Transfer

Benefits for IT administrators igomdaty
Track software present on the device Client Plicy

Cloud Services

Default Settings

of—
I:__] Specify settings that apply to all clients in the hierarchy, and can be modified by custom settings.

Compliance Settings

Access inventory information in relation to hardware

Computer Agent | Specify general settings for communication between server and client.
Computer Restart A ]
Device Settings -
H H H Deli Optimizati .
Update the device with Quality and Feature updates et Bpmeaten =] Deploment desinegrederivan 1213
Endpoint Protection = ixi hou)rs. remind user every
o o Enroliment b::lr:rrnem deadline lessthan 24 |4 =
Manage and deploy the OS and LoB applications Hardware Inventory Pours. eming user evary rours)
Metered Internet Connections Deplofrne_nt deadiine less t_han 1 15 5
hour, remind user every (minutes)
Power Management Defaultt Application Catalog i )
Remote Tools website point nene
Add defautt Application Catal -
. Software Center \-\l'ebs'rte?;l IrJ:'epnpﬂ::t Elfpnlorer?rﬂgted o
Benefits for end users Sttare Deloymer e
.'-‘dlo'_.'.' Silverlight applications to Yes oo
. . Software Inventory !'ufn in e{e.' ated trust mode. More
information
Browse a feature rich self-service catalogue of Sotuare Meteing e _
rganization name displayed in EndpointZone
Seftware Updates Software Certer
software that empowers the user to choose software Sote Messing oo SeveCorter VRIS
. | | User and Device Affinity Enable i:on'n‘u.nication with No -
to I n Sta Windows Diagnostic Data ﬁ?;.l;'jéﬂftamn Service. More
. . . . Use on-premises Health No
Configure working hours to ensure interruptions are Pl Senvce
. . . Install permissions All users
m I n I m Ized rSeL;?ap:nd BitLocker PIN entry on Never -
Additional softwane manages the Mo -

deployment of applications and




Client Deployment Options

------

.
------

Client push

Deploys the Configuration
Manager client directly from the
Configuration Manager console

Device discovery (Active
Directory LDAP integration)

Copies the files to the source
computer and initiates the install
automatically

Initial copy process may increase
network traffic

------

.
------

Manual deployment

Deploys the Configuration
Manager client installation
source files and a script file
containing the install parameters

Executes from the ccmsetup.exe
file or from the MSI that is part
of the client files

Can be time consuming as a
delivery mechanism

------

.
------

OS deployment

When installing and setting up
Windows 10 using a task
sequence, slip-stream the
Configuration Manager client
into the Windows setup and
provide it with the necessary
installation parameters

Must be installed when a device
is built for the first time (or
rebuilt)

-----

-------

Microsoft Intune

Intune drives Configuration
Manager client installation and
registers the device with the
Cloud Management Gateway

Manage each respective
workload from either Intune or
Configuration Manager after
installation



Monitoring the Microsoft Endpoint Configuration Manager
Client

Client online status. Online (connected to its assigned management point) or offline.

n
. H
-
- W myY !
. m”
0‘ *
a s

.' Client activity. Active (it has communicated with Configuration Manager in the past seven days) or
' " inactive.

— Primary User. The primary user of this device, calculated over a 60-day period of the most frequent
' " logins.

Operating System Build. See the OS version of a device without having to connect to or perform
any remote management.

o z Client check. State of the periodic evaluation that the Configuration Manager client runs on the
‘“’ device. The evaluation checks the device and can remediate some of the problems it finds.



Managing with Microsoft Endpoint Configuration Manager

When the Configuration Manager client installs

Collections

Other management options

Assigns device to a site

Adds device to query-based Collections

Scans device for inventory and uploads inventory data
Scans for compliance, pushes required software, etc.

Represent devices or users that have some commonality
Perform tasks, such as target a deployment or run a report

Start Resource Explorer
Start Policy Retrieval
Add to a collection
Client Settings RSOP



DEMO: Enroll a Windows 10 device using

Configuration Manager




Lesson 3: Device Enrollment using Microsoft

Intune




Lesson Introduction

v Activating and deploying MDM services

Managing Corporate Enrollment Policy
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Enrolling Windows to Intune



Managing devices with Microsoft Intune

Surface D — | ﬂ Productivity Score

i N G
Next Gen Endpoints A)‘ M_I CI"OSOft Identity
o Endpoint Manager - L4
<,:<{) Industry-leading Virtual & Physical r/'o
iy Endpoint Management ]
Intelligence Provisioning & Deployment Analytics
Mobile Management
Endpoint Analytics |
Workspaces (MTR) gg ,": O Security
£
| //
m 4 r _
M365 Apps & Edge -e Telemetry ”~ Compliance

@ Enroll/Unenroll devices

(N}
W Remote tasks
OO

Application Management

™

al Inventory and Analytics

€2 Device security and management

One consistent set of MDM capabilities across Mobile, Desktop, and loT



Enabling Mobile Device Management

Enable Intune as the MDM Authority

Get an Apple MDM push certificate

Sign up for Apple Business if you intend to use
Apple’s Device Enrolliment Program

Choose MDM Authority

Mobile Device Management
Authority

Choose whether Intune or Configuration
Manager is your mobile device management
authority.

Choose Intune as your MDM authority to
manage mobile devices with Microsoft Intune
only.

Choose Configuration Manager as your MDM
authority to manage mobile devices with System
Center Configuration Manager and Microsoft
Intune.

Mobile devices cannot be managed if an MDM
authority is not chosen.

Learn more about choosing your MDM Authority.
Intune MDM Authority

Configuration Manager MDM Authornty

) MNone




Considerations for Device Enrollment

« Determine enrollment method
- Group Policy
- Joining Azure AD

- Manually (Settings, Provision
Package, Company Portal App)

« Determine devices allowed and
restrictions

» Determine if enrollment is optional
or mandatory

&3 Apps

rrrrrrrr

E

Restriction not supporte




Managing Corporate Enrollment Policy

Microsoft Endpoint Manager admin center

¢ Home > Tenant admin

e Your initial Azure AD domain will follow the o
model: B

- your-domain.onmicrosoft.com e
o @ Endpoint security
« Add one or more of your custom domain e
names, i.e. Contoso.com (recommended) o
° Add Custom domain names in the Microsoft # Troubleshooting + suppert .
365 management portal i
« Configure Automatic MDM enrollment _
(recommended) OR E— .

« Create CNAME records to simplify ,
enrollment and device registration when
not licensed for Azure AD Premium -

Create and assign a customization policy to select groups in your organization. When assigned, this tyy
created. You can create a maximum of 10 policies.




Enrolling Windows Devices in Intune

Many ways to enroll Windows 10 devices in Microsoft Intune:

Add work or school account

Modern app sign-in (user driven)

Enroll in MDM only (user driven)

Azure AD join (Out of Box Experience (OOBE))

Azure AD join (autopilot — User-driven deployment mode)

Enroll in MDM only (Device Enroliment Manager)

Azure AD device registration + automatic enrollment Group Policy Object
Configuration Manager co-management

Azure AD join (bulk enrollment using provisioning package)



DEMO: Enrolling devices in Intune




Resources

Security, Compliance and ldentity Blog

Azure Active Directory documentation

Join the Microsoft Endpoint Manager Community

Microsoft Endpoint Manager Blog

Microsoft Endpoint Manager documentation

Microsoft Intune documentation

Configuration Manager Blog

Microsoft Endpoint Configuration Manager Documentation

Microsoft Endpoint Manager Learning Path

Configuration Manager Learning Paths



https://techcommunity.microsoft.com/t5/security-compliance-and-identity/bg-p/MicrosoftSecurityandCompliance
https://docs.microsoft.com/azure/active-directory/
https://aka.ms/community/MEM
https://aka.ms/MEMblog
https://docs.microsoft.com/mem/
https://docs.microsoft.com/mem/intune/
https://techcommunity.microsoft.com/t5/configuration-manager-blog/bg-p/ConfigurationManagerBlog
https://docs.microsoft.com/mem/configmgr/
https://docs.microsoft.com/learn/paths/endpoint-manager-fundamentals/
https://docs.microsoft.com/learn/browse/?terms=configuration%20manager

Application Management



Lesson 1:

Deploying and Updating Applications




Lesson Introduction
.; :. Adding applications to Intune

.I Deploying Applications with Configuration Manager



Adding Apps to Intune

Apps must be added to Intune before you can
deploy or manage them.

Android store app

Apps Supported:

« Apps from the various stores (Apple and Google) w3

Windows 10

macOs

« Apps for Windows 10 from Windows Store or an app catalog o
« Microsoft 365 Apps

« Web Links —

« Built-in Apps (i.e. OneDrive and Edge)
- LOB Apps

« Win32 Apps

\\\\\\




Managing Win32 apps with Intune

: . N Win32 Content Prep Tool used to
: : : Devices must be joined to Azure AD : . ) rep

: : create .intunewin file

5 . <+ Add App to Intune

] :  Max size 8GB per a Coagt

e Per app B [ A , ,

« App info and requirements

* Install/uninstall commands
» Rules for existing config and apps
S—=" : - App return codes
i LY i 32/64-bit supported PP



DEMO: Deploying Windows applications with

Intune




Deploying Applications with Configuration Manager

Elements of the application model

AN g -x‘:

§ Deployment type : «am : Purpose

~/“-_ . . .

v i Requirements Revisions
: 2 : Global conditions / Detection method
." "-_ . -:‘ L 2Rt
: |1l ; Simulated deployment : : Dependency

=% Supercedence

Deployment applications o
Application groups



Creating an Application in
Configuration Manager

To create an application:

1.

In the Configuration Manager console, choose Software Library
> Application Management > Applications. Select Users and
groups, and then select All users.

On the Home tab, in the Create group, choose Create
Application.

On the General page of the Create Application Wizard, choose
Automatically detect information about this application from
installation files.

1. Type: Choose Windows Installer (*.msi file).
2. Location: Type the location (or choose Browse to select the
location) of the installation file Contoso.msi.

On the General Information page, you can supply further
information about the application.

In the Installation program field, specify the full command line
that will be used to install the application on PCs.

Choose Next. On the Summary page, confirm your application
settings and then complete the wizard.

Specify information about this application

MName: |C|:|r|t|:us-:| Application
Administrator comments:

Publisher: |C|:|rm:usn

Software version: |'I

Optional reference: |

Administrative categaories: -

Specify the installation program for this application and the required installation rghts.

Select...

Installation program: msiexec /i "Contoso.msi” /g | |

Browse ..

[] Run installation program as 32-bit process on G4-bit clients.

Install behavior: Install for system if resource is device; otherwise install for user




Choosing an Endpoint Manager Solution for Deploying an
Application

Application Type Configuration Manager Microsoft Intune

.MSI Yes Yes
IntuneWin No Yes
Office C2R Yes Yes
APPX/MSIX Yes Yes
Store Apps Yes Yes
M365 Apps for Enterprise No Yes

Appv Yes No



DEMO: Deploy a Windows 10 app using

Configuration Manager




Resou rces Microsoft Intune documentation



https://docs.microsoft.com/mem/intune/

2 Microsoft

Deployment Using Microsoft
Endpoint Manager (Segment 1
of 2)



Assessing Deployment Readiness
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Lesson 1: Assessing Deployment Readiness

AN




Lesson Introduction

= Guidelines for an effective enterprise desktop deployment



Deployment Guidelines

- Take inventory and establish infrastructure map

- Identify devices to retire

- Strategy for supporting complex application installs

- Determine opportunities for virtualization
- Establish data migration process

- Establish method for backing up data on devices
where applicable

- Establish a deployment plan describing the
complete process

« Create a training and post-deployment plan

Device and app
readiness
User communications . ' ' b E;;E\i:ct:lx::ccliiness
and training e -

; ' Y
/ . . N,
r | ™,
/ - B ",

S B \ . \
/ N . ",

People, process, ' [ ) Z_T
- x

and technology ~ %% \“‘.,‘
) guidance ‘-' J
Windows and Q / 5 .*. Office and LOB
Office servicing Q ; / = app delivery
________ | . dnm
| 1} ! |
| IL} Value discovery |

’ and business case
A

. . /
k . ' . /4 User files and

0S deployment and ) : . settings
feature updates : ’ /

.. Security and
compliance

z/"
-
L

”I’h_



DEMO: Review the Windows and Office

Deployment Lab Kit (aka.ms/DeploymentLabKit)




Lesson 2: On-Premises Deployment Tools and

Strategies

1 €




Lesson Introduction

’

¢ Traditional Deployment
2 Deploying Windows 10 using Configuration Manager

i ==}  Planning In-Place Upgrades



Traditional Deployment

Default Image Custom Image

No need to create an image

Applications and settings must be applied
separately

One image per architecture (x86/x64) can be used
for the organization

Updates to applications do not require the image
to be re-built

Overall deployment time is typically slower, as
configurations must be applied, and applications
installed after the OS image is deployed

Some applications can be difficult to automate the
installation

Image must be created and maintained

Applications and Settings can be included in
custom image

The configuration and application requirements
(and sometimes hardware) of each group within an
organization can typically require several images to
be created and maintained

Updates to applications cause images to become
stale, requiring images to be updated or re-created
frequently

Overall deployment time is typically faster with the
configurations and applications included in the
Image

When applications are installed on the reference
machine, they are typically easier to deploy when
included with the image



Deploying Windows 10 using Configuration Manager: Introduction

. . . . El Create Task Sequence Wizard x
« Role of Configuration Manager in a modern desktop journey N ’
. - Create New Task Sequence
- With modern management tools, such as Intune and .
Autopilot, and the innovative changes to . Croato a naw lask soquence
Configuration Manager, it can now act as a bridge Tosk Sequence Informati
. . Install Windows
between how things were done, and how things can st
be done in a more modern and agile way nstllConfiguraton Mer
State Migration Atagl_( sequence perfo!'rns ngu:tiple ﬁteps or;ctiDEs on a client computel:rat the commindJinE level w'rthoutd_

N Bui|ding On the foundations Of MDT Include Updates ;z%ugga:f:;m?xzkm?endueizzt e type of task sequence to create. You can use the task sequence editorto

Install Applications

Summary

- Access to a wider expanse of task sequence variables -
with which to utilize during OS deployment ozt

Select a new task sequence to be created.

(® Install an existing image package

- MDT Rules engine offers a raft of in-built options to () Bkt nd s s o e mase
a id OS d e p | Oym e nt () Upgrade an operating system from an uparade package
() Deploy Windows Autopilat for existing devices
- The ablllty tO inSta” WlndOWS features WithOUt the OCreateanewcustomtasksequence

knowledge of code

- Log file collection out of a template task sequence
wizard

MNext = Cancel




DEMO: Examine the Configuration Manager admin

console




Deploying Windows 10 using Configuration Manager:

Introduction

Exploring Configuration Manager

« OS Deployment

 Application Management

- Update Management

« Servicing Management
 Device Inventory (CMDB)

- Basic License Tracking

- Self Service Software Catalogue

« Cloud Management capability

Real Time query and reporting
Enterprise Scalability
Azure AD Integration

Proactive cadence adoption through
Desktop Analytics

Remote Control

User Settings Capture and Restore



Deploying Windows 10 using Configuration Manager:
Introduction

Exploring the Deployment Components Configuration

Manager D Boot image (x64) Properties

General Images Drivers Customization Data Source Data Access Distribution Settings

M Content Locations  Optional Componerts  Security
- Boot images

The following components are added to Windows PE for use with Configuration Manager.

- The Windows Preinstallation Environment (Windows Coert o (g
PE) images that are used to start a Windows 10 Nt (e 3 T, e

Serindinn MAin PEAMIL RR7 v

deployment

Specify optional compenent available for Windows PE that you would like to add to the boot image. Additional
components will increase the overall size of the boot image.

- Start boot images from a CD or DVD, an ISO file, a SS— x
USB device, or over the network using a Pre-Boot .. |

Component Size (MB)

Execution EnVironment (PXE) Server There are noitems ba show in thiz wview,

- Two default boot images: One to support x86
platforms and the other to support x64 platforms

 Considerations for customizing boot images

Cancel




Deploying Windows 10 using Configuration Manager:

Introduction

Exploring the Deployment Components Configuration Manager

OS images

Stored in the Windows
Imaging (WIM) file
format

A compressed collection
of reference files and
folders that are required
to successfully install
and configure an
operating system on a
computer

You must select an
operating system image
for all operating system
deployment scenarios

Operating system
upgrade packages

The source setup files
for an operating system

You can also use this
package to deliver a
vanilla image down onto
a device

Import operating system
upgrade packages to
Configuration Manager
from a DVD or mounted
ISO file

Device drivers

You can install device
drivers on destination
computers without
including them in the
operating system image
that is being deployed

Configuration Manager
provides a driver catalog
in the Software Library
workspace, consisting of
two nodes: Drivers and
Driver Packages

Software updates

Provide a set of tools
and resources that can
help manage the task of
tracking and applying
software updates to
client computers

Configuration Manager
builds on the basic
offerings of MDT and
provides a management
plane that can segregate
updates by type or OS,
and work with existing
processes for release
management

Task sequences

Configuration Manager
uses task sequences to
provide schedule-based
deployments that can be
fully automated and
require no user
interaction (zero-touch
installation or ZTI)

Automate components
in Configuration
Manager (software
update packages, the
application model, and
Cloud Management
Gateway



Deploying Windows 10 using Configuration Manager:

Managing & Monitoring

Methods for Composing a Windows 10 Deployment using Configuration Manager

Task sequences

Like MDT task sequences, but can draw on other
elements within it, such as applications created
packages and scripts

Integrate the Configuration Manager task sequence
engine with the MDT binaries for greater flexibility

Scenarios for using a task sequence

Deployment collections

After creating the task sequence, you can target it at
a deployment collection to allow the successful
delivery

Prevents unintended delivery of an OS.

Target unknown computers to present any new
device acquired with an ability to launch a created
task sequence



Deploying Windows 10 using Configuration Manager:
Managing & Monitoring

Troubleshooting a Windows 10 Deployment using Configuration Manager

Reporting Log files

With a reporting services point configured in Configuration Manager produces numerous log files
Configuration Manager, you can access to a set of on both the client and server side to aid with

tools and resources that help you use the advanced troubleshooting

reporting capabilities of SQL Server Reporting

\ Examples:
Services (SSRS) and Power Bl Report Server

Ccmsetup.log
SMSTS.log
AppEnforce.log

Execmgr.log



Planning In-Place Upgrades

T Recommended path to Windows 10

*
.
.
[}
n
[]
Ll
U
K4
*

Preserves all data, settings, apps, and drivers
P& Can be rolled back at any point
{ i @ Leverages Windows setup

2 Use task sequences leveraging either MDT or Configuration Manager



Considerations for in-place upgrades

Move from 32-bit operating system to 64-bit No Yes
(e.g. Windows 7 32-bit to Windows 10 64-bit)

Move from one version of Windows to a lower target version No Yes
(e.g. Windows 10, version 21H1 to version 1909)

Existing device meets minimum hardware specifications Yes Yes
(including free disk space)

Existing apps are compatible with the target version Yes Yes

Existing OS language is the same as the target version Yes Yes

Intend to multi-boot/dual boot operating systems No Yes

Intend to use the standard install.wim No Yes

Requires creating and maintaining operating system images No Yes

(or a clean ISO file which then needs to be updated with apps, drivers,
and settings



Lesson 3: Modern Deployment Using

Windows Autopilot




Lesson introduction

; Modern Deployment using Autopilot

wuna
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. .

Requirements for Windows Autopilot

o
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g .
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.
e

“ Preparing Device IDs for Autopilot

wuua
. "
. .

* Device Registration and OOBE Customization



Modern Deployment using Windows Autopilot

Microsoft Endpoint Manager admin center

. . .
Home > Devices > Enroll devices > Windows Autopilot deployment profiles
® ‘ | ploy
I/ I/
H .
L F Create profile -
&4l Dashboard Windows PC
.
i= All services
« Customize the out-of-box-
RS o Basics e Qut-of-box experience (OOBE)
. .
eX e r I e n C e Devices Configure the out-of-box experience for your Autopilot devices
Apps
Endpoint security Deployment mode * @ | User-Driven ~ |
M * M % Reports Join to Azure AD as * (D | Azure AD joined W |
 New devices typica ave VWIndows :
&a Users Microsoft Software License Terms (0 ': Show “‘
b Groups
M s o mportant information about hiding
I n S a ‘ A} Tenant administration )
v ! privacy settings © ( shaw [ e )
#% Troubleshooting + support - -
o The default value for diagnostic data collection has changed for devices running Windows 10, version 1903 and later, Learn mare
L]
« Device refresh it change scccuntotons O ( o T

User account type (@ ': Administrator Standard :3
. p -

Allow White Glove OOBE (v ] Yes )
Language (Region) @ | Operating system default v |
Automatically configure keyboard @ ': No 3
; ~ p -

Apply device name template (@ '“ es J




Modern Deployment using Windows Autopilot

Comparing Autopilot with Traditional Methods

Traditional deployment | Modern deployment

Deploys Windows 10 images Yes No

Can be used with any preinstalled Yes No
operating system

Requires a previous Windows 10 No Yes

installation

Uses an on-premises infrastructure Yes No

Tools for preparing the deployment Windows ADK, Windows Windows Configuration
Deployment Services, Designer and Windows

Microsoft Deployment Toolkit = Autopilot
(MDT), and Configuration
Manager



Requirements for Windows Autopilot

Devices must have Windows 10
preinstalled:

« Windows 10 Pro, Enterprise, or
Education

Devices must have internet connectivity:

- Windows Autopilot is a cloud service

Intune or other mobile device
management service (optional):

« For managing deployed Windows 10
devices
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.
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1 u
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L4 *
Ygpun®
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Devices must be registered to the
organization:

» Device-specific information uploaded to
the cloud
Organization must be using Azure AD:

« |t must also use Microsoft Store for
Business or Intune

Access to required URLs



Preparing Device IDs for Autopilot

®®

Upload device IDs

Hardware vendor

>

Create

deployment

profile

4 V'

V'S

Deploy Self-

Upload deploy

device IDs

A 4

Existing devices

Device IDs ¥
«
- N “i
»
Al A

Employee unboxes
device and self-deploys




Device Registration and OOBE Customization

Step 1 Step 2

Create a Windows Autopilot deployment file Apply a deployment profile

: , e : : Until you apply the deployment profile, Windows Autopilot doesn’t
A required profile that specifies the settings to apply to the devices manage the OOBE setup phase on the device

You can create and use multiple deployment profiles with Windows Windows Autopilot takes control of the OOBE setup phase on the
Autopilot, but can only use a single profile to deploy each device devices to which you apply the profile



Module Three

Resources

Windows Autopilot Documentation

Join the Windows Community

Windows IT Pro Blog

Windows technical documentation

Windows Learning Paths



https://docs.microsoft.com/mem/autopilot/windows-autopilot
https://aka.ms/community/windows
https://techcommunity.microsoft.com/t5/windows-it-pro-blog/bg-p/Windows10Blog
https://docs.microsoft.com/windows/
https://docs.microsoft.com/learn/browse/?products=windows&resource_type=learning%20path

2 Microsoft

Deployment Using Microsoft
Endpoint Manager (Segment 2
of 2)



Deploying New Devices Using Autopilot
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Dynamic Deployment Methods

Agenda




Lesson 1:

Deploying New Devices Using Autopilot




Lesson introduction
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= Demo Windows Autopilot
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!‘ Troubleshooting Windows 10 Autopilot
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DEMO: Create and apply an Autopilot deployment

profile




Autopilot Scenarios

-
e :
L]
L

Windows Autopilot user-driven mode

Windows Autopilot Self-Deploying mode

Autopilot for Existing Devices

R Windows Autopilot for pre-provisioned deployment

') Windows Autopilot Reset



Comparing the default and Autopilot OOBE experience

a Sign in with Microsoft B Welcome to Adatum Azure AD!
Work of school account — [ Enter your Adatum Azure AD emad ]

K

Default OOBE setup phase OOBE setup phase with Windows Autopilot




Dynamic provisioning methods

17

7

Subscription activation

Change the edition of Windows 10

Mobile Device Management

Auto-enroll existing Windows 10 devices to
apply configuration policies and applications
installed

Provisioning packages

Apply configuration settings to a Windows 10
devices using either removable media or
downloaded directly to the device



DEMO: Review Subscription Activation and

Provisioning Packages




Troubleshooting Windows 10 Autopilot

When troubleshooting Windows Autopilot, the key things to understand are:

Autopilot flow

Profile download

Key actions to perform

NV = B

Network connection established

Autopilot profile downloaded

User is authenticated (user-driven deployment mode only)
Azure AD join occurs

Auto MDM enrollment

Settings applied

Ensure user connected device to the internet
Ensure profile exists and is assigned
1. If a blank profile downloaded, check Microsoft Endpoint Manager admin
center and assign a profile
2. New profile can be downloaded by rebooting the device
Ensure only one profile is assigned to the device

Review Azure AD and Microsoft Intune for proper licensing and profile and user
assignments

Look for Azure AD join issues and MDM enrollment issues

Gather troubleshooting logs mdmdiagnosticstool.exe —area Autopilot —cab <path>



Lesson 2: Dynamic Deployment Methods




Lesson Introduction

i ol Azure AD Join with Automatic MDM Enrollment



Azure AD Join with Automatic MDM Enrollment

What it is

 Registers devices in Azure AD and auto-
enrolls them into Intune

- Simplifies provisioning of devices = Microsoft Azure
- Applies to BYOD/CYQOD scenarios Configure -

Microsoft Intune Enroliment

[ Delete

U . A AD/M D M MDM user scope (D i: MNone Some m:}
S I n g Z u re ! yo u Ca n : MDM terms of use URL () | https://portal. nanage.microsoft.com/TermsofUse.aspx e |
Y J O I n d eVI Ces to Azu r‘e A D a uto m atl Ca | |y MDM discovery URL @ | https://enroliment.manage.microsaft.com/enrollmentserver/discovery.sve « |

« Auto-enroll your users’ devices into MDM
services

» Configure the joined devices by using MDM
policies



DEMO: Automatic Azure AD Join with

MDM Enrollment




Lesson 3: Planning a Transition to Modern

Management




Lesson Introduction

: Co-Management — A Practical Path to Modern Management

» -
. :

L]
S Nmv .
0..

: 'N: Prerequisites for Co-Management

uuy
. .,

2 Modern Management Considerations
= : Modern Management Upgrade or Migration

: The Modern Transition: Migrating Data

: The Modern Transition: New Devices with Intune



Co-management: a practical path to modern
management

 Simplifies the transition to modern
Mmanagement

 Benefits of modern management from day
one

« Devices managed using both on-premises
Configuration Manager and Intune

« Even when not connected to on-premises
environment, devices can be managed by
Intune

Cloud attach  Configure upload  Enablement

For \Windows 10 devices that are in a co-management state, you can have Microsoft A
Intune start managing different workloads. Choose Filot Intune to have Intune manage

the workloads for only clients in the Pilot group (specified later in this wizard). f you are

not ready to move workloads to Intune, select Configuration Manager.

Learn more

Corfiguration Manager

|
Compliance policies:

Staging

Pilat Intune Intune

Dievice configuration:

D_

Endpoint Protection:

- -

Resource access policies:

D_

Client apps: G

(Office Click-to-Run apps:

Home > Devices > Windows

(s @ EPZ513080
B4 Dashboard
All services ‘ x

[N pevices

Manage
&2 Apps

Properties

@ Endpoint security
(3] Reports Monitor

N »
& Users B Hardware

- coverad app:
&2 Groups M Discovered apps

& Tenant administration B pevice compliance

X Troubleshooting + support B, Device configuration

App configuration

® Etndpaint security configuration

@ Recovery keys
# Resource explorer (preview)

Client details (pr

B Timeline (previ

" Collections

CMPivot (previ

B Scripts (preview)

iagnestics (preview)

B Filter evaluation (preview)

X retire D wipe [ Delete 2 gyne

A Essentials

i EPZ513080

AGilmer_Windows_5/14)

i Corporate

: 7740-5614-4714-2802-4350-7670-23

Device actions status
Action Status
No data

Co-management

This Win

ws PC is being co-managed between Intune and Configuration Ma

Configur
Unknown

on Manager agent state

Details
Details about the client’s state are only reported for Configuration Manager ve

Last Configuration Manager agent check in ime
5/25/2021, 6:39:58 AM

Intune managed workloads
Client Apps: Resource Access Profiles; Device Configuration; Compliance Polic)



Prerequisites for Co-Management

£ 4% Devices must be hybrid Azure AD joined

*
......

Latest Azure AD connect must be installed and configured to sync computer accounts to Azure AD

......

°‘:‘: Intune MDM must be setup and automatic enrollment configured

*
......

2 All users must have Enterprise Mobility + Security (EMS) or Intune license assigned

*
......

{ 7.+ Windows 10, version 1709 or later must be used

......

™t Azure AD automatic enrollment enabled



Planning Co-Management

Transitioning Workloads to Intune

« Resource access policies
- Emall profile
- Wi-Fi profile
- VPN profile
» Certificate profile
- Windows Update policies
» Device Configuration

» Microsoft 365 Select-to-Run apps

- Endpoint Protection
- Windows Defender Application Guard
- Windows Defender Firewall
- Windows Defender SmartScreen
- Windows Encryption
- Windows Defender Exploit Guard
- Windows Defender Application Control
- Windows Defender Security Center

- Windows Defender Advanced Threat
Protection

- Windows Information Protection
- BitLocker



DEMO: Configuring Co-Management




Modern Management Considerations

Modern Transition Considerations

Require the creation golden images
Ability to rebuilt or reset the device
Ability to perform a bare-metal build

Can be used with any preinstalled operating system

Installation of applications when device is being built
Deployment of applications post build
Migration of user data (USMT)

Perform an in-place upgrade

MDT

Yes

Yes

Yes

Yes It will wipe the
preinstalled
operating system
Yes

No

Yes

No

Configuration

Manager

Yes

Yes

Yes

Yes It will wipe the
preinstalled
operating system
Yes

Yes

Yes

Yes

Windows
Autopilot

No
Yes
No

Yes

Yes
Yes

NO Recommend to
use OneDrive Known
Folders

NoO Deployment
only



Using Imaging with Modern Methods

Scenarios that may require you to use imaging with * A device cannot boot into Windows, resulting in the
modern management need for a bare-metal build
« Bare-metal deployments
» Client storage drive replacements
» A device is procured with a newer version of
Windows 10 than has been standardized in your
company

OFFICE & APPS

DRIVERS POLICIES +

SETTINGS

Build a custom image, gathering Deploy image to a new computer
everything else that's necessary to deploy



The Modern Transition: Upgrade and Migration

Migrating user state and data

Migrating user data

Migration scenarios

Device replacement

Device is being upgraded from an older OS to
Windows 10 and an in-place upgrade is not possible
(e.g. 32-bit Windows to 64-bit Windows)

A clean installation is needed

Side-by-side: source and destination computer are
different

Wipe-and-load (refresh migration): source and
destination computer are the same



Migrating user data the traditional way

Using USMT with Configuration Manager

*
.0
*

Create a USMT Package from
Configuration Manager

Create a custom USMT package
or use the default package

*
.0

.
.
.
-
u
n
L]
L
&
*
*
*
Sapms

Setup a State Migration Point
(Configuration Manager Site
System Role)

Acts as a file share to store data
Stores a unique hash:

+ Device that allows data to be
captured

« Device upgraded

+ Relevant data to be restored

Task Sequence
Can include USMT

Occurs in the task sequence
when:

Capturing settings

Reinstating the settings for a
user depending on selected
options

Use USMT Templates for
Migration

xml templates that control data
that is collected in a user’s
profile:

«  MigApp.xml

«  MigDocs.xml

«  MigUserxml

« ConfigMgrxml



Migrating user data the modern way

Known Folder Move - A Modern Alternative to Managing User Settings

Automatically migrate user files to OneDrive

Prompt or Silent operation

Be mindful of bandwidth when implementing

Can't use KFM if using Folder Redirection or
unsupported file types

@ OneDrive - Microsoft -

Your IT department wants you to protect your
important folders

OneDrive - Microsoft
Selected folders will sync in OneDrive. Mew and existing files wil be added to One Drive
protected, and available on your other devices even if you lose this PC. Learn more.

o o o
- = —
Desktop Pictures Documents
0 KB 21 MB 0 KB
Space left in Onelrive after selection: 1,021 GB Start protection

*




The Modern Transition: Upgrade and Migration

Considerations for Migrations

Preserves the environment

Doesn't need to reinstall apps or transfer data
Upgrade can be rolled back if needed

Only certain upgrade paths are possible

You must use the in-place Windows 10 image

Provides a standardized environment
You can control what migrates

Cleans up the environment

You must reinstall the apps

You can use a custom Windows 10 image



In-Place Upgrades

Adapt modern desktop deployment with Windows
Autopilot for an existing, legacy device

Transform a traditional domain joined endpoint into
an Azure AD managed device and perform a rebuild,
all within the same piece of automation

Add ~

Remove (2) (¥ 17 (3 | Propeies | Options |

= Install Operating System Type Run Command Line

&) Restan in Windows PE

) Pantion Dk 0- BI0S Name Aooly Asopict for existing devices corfig fie

Autopilot for existing devices Task Sequence Editor

& Parttion Disk 0 - UEF) Desciption
& Foply Operating System
& Soply Windows Settings

=4 Autopdiot for existing device

O [EDETETREY | Conmend ie:
£ Foply Network Semngs

) Aoply Device Drivers erovsionng \Auteplot\ /c

= 4 Setup Operating System

& Setup Windows and Corfiguratior

= .} Propare Device for Autopdol

# Propare CorfigMgr Chent for €
€4 Prepore Vindows for Captize. | (] Disable 6404 fle system redection

Stat in

' Package

ipsmoce. Autopiot for eoting devices corfig
[] Tmeout mintes):

Run this step as the following accourt

Account

OK

emd exo /¢ xoopy AtopictCorfigurtione json WOSD Target SystemDeve W \windows




The Modern Transition: Workload Migration

Migrating client management to Intune

Start moving to cloud-
management

Smaller or new organizations .

should start in the cloud

Simplifies the transition to modern management

Benefits of modern management from day one

Devices managed using both Configuration Manager and Intune

Even when not connected to on-premises environment, devices can be
managed by Intune

The OS configuration capabilities provided by Intune meet the needs
Applications are modern and relatively simple installs

There is not an excessive amount of existing legacy applications

The existing configuration management deployment is relatively simple

O a

Conflguratlon
Manager

Microsoft
Intune

Tenant Attach Co-management Native cloud

management



Resources

Windows Autopilot Documentation

Join the Windows Community

Windows IT Pro Blog

Windows technical documentation

Windows Learning Paths



https://docs.microsoft.com/mem/autopilot/windows-autopilot
https://aka.ms/community/windows
https://techcommunity.microsoft.com/t5/windows-it-pro-blog/bg-p/Windows10Blog
https://docs.microsoft.com/windows/
https://docs.microsoft.com/learn/browse/?products=windows&resource_type=learning%20path

2 Microsoft

Surface Deployment with Autopilot
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Streamlined Complete device Intelligent

Deployment Management Security

+Secure hardware
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QA NS

Surface Devices across the lifecycle: Windows Autopilot and White Glove

Microsoft 365 e e

% \Y/j 0o
Q’ Endpoint e

suwncﬁ . m&m. @ = Manager
’
! Microsoft

Azure AD
Emdpomt Manager ; V1]
@ Device information
(Automated Process)
Customer
device serial #

Windows Autopilot
Autopilot profile @ Zero-touch Provisioning

&

—

. + Driven by corporate login m \‘g
Device actions Driven by corp log

Remote wipe * User settings & configurations Partner / reseller or
A“tOP‘{C’f reset « User targeted applications customer’s ,EStaFF :

* Quicker provisioning time

P . . —1 O o
(@) V « Less bandwidth strain N
7 o . . . + Intercept and pre-provision
* Consistent user experience! * Device settings & configurations
A CSP Pariner +  Hardware & security configuration
PR @ @ - Device targeted fw

Full lifecycle € Reseal
management On demand

Cromcmamcrcc e cac ==~

‘ Fulfill and deliver

Deprovisioning —
EOL
(oD /’ Steady use “E=———

Emflo:)e&

Warranty
Replacement



Windows Autopilot on Surface

End-users are immediately productive with Surface!

« Only OEM to automatically deregister/reregister returned
devices

 Partner-channel enabled and ready
- Sales & Support operationalized and mature and free

-  Commercial SKU is tuned for fastest Autopilot experience
with Office Pro Plus and clean image

« PKID and OS Version number on all Commercial SKUs on
latest generation of products




Deployment

Streamlined deployments

Zero touch deployment through Autopilot

Partner expertise that reduces IT complexity

Lifecycle strategy to remotely replace and reuse

IT saves over 2 5 minutes per device deployed!

o)
78 /O agree they have reduced IT time and cost to deploy
Surface devices vs. non-Surface devices'

'A Forrester Total Economic Impact™ Study:
Maximizing your ROI from Microsoft 365 Enterprise with Microsoft Surface




Windows Autopilot
White Glove

OEM
AUtOpiIOt: Windows image
and drivers
OEM
Autopilot
White Glove: Windows image

and drivers

©

End User

Apps, settings,
and policies

OEM, Partner, or IT

©

Device apps,
settings, policies;
user apps

©

N

End User

User settings
and profiles




Demo

Autopilot (White Glove) -> Full Productivity



2 Microsoft

Modern Management on Surface
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Ea

IT Pros love Microsoft
Surface + M365 because

It reduces cost and
complexity




\LQ o o

Streamlined Complete device Intelligent

Deployment Management Security

+Secure hardware



Management

Intune Zero-touch
UEFI Management

Implemented first on Surface

IT can remotely manage UEFI BIOS
settings w/o physical access to the device

Enterprise

. Mobility + Securit
Builds on the Surface-team-developed 4 4

Surface Enterprise Management Mode (SEMM)

Automatically available to
devices deployed via Autopilot




Management

Surface Enterprise
Management Mode (SEMM)

Secure and manage firmware settings in your
organization

Prepare UEFI settings configurations and install
them on a Surface device.

Manage independently or through SEMM module in
Microsoft Endpoint Manager Config Mgr (on-prem)

*# Microsoft Surface UEFI Configurator - x

[ ] ]
n

earn More Microsoft Surface UEF| Configurator v.2.26.136.0 by Microsoft Corporation

Surface UEFI

PC information

Surface Enterprise Management Mode info

Security

Surface Enterprise Management Mode (SEMM) is enabled on this device. UEFI
e ces settings are managed by the issuer of the following SEMM certificate:
Boot configuration Subject: SEMM Certificate

Issuer: Contoso Corporation
Enterprise management Thumbprint: 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
About

Reset Surface Enterprise Management Mode
Exit

The issuer of the SEMM certificate can reset Surface Enterprise Management
Mode to the factory defaults on this device by initiating the reset process.

Get started



Management

Intune Zero-touch
UEFI Management

UEFI Management is locked to Intune only

Granular management of firmware

Pre-boot disablement of firmware to reduce
security vulnerabilities or unneeded device
capabilties

&' Surface UEFI
PC information
Security

Devices

Boot configuration
Date and Time
Management

Exit

Devices

Choose which devices and ports are enabled on this Surface.



Management

Modern management

Complete device management from UEF| to Windows

Always up to date—automatically, even while asleep

Purpose built tools for diagnostics and tuning

15% reduction in device and
application performance tickets with Surface’

78% agree that Microsoft Surface reduced the
IT time and labor to manage and update Microsoft 365'

'A Forrester Total Economic Impact™ Study:
Maximizing your ROI from Microsoft 365 Enterprise with Microsoft Surface




Demo

DFCI — Microsoft Endpoint Manager (Intune) management of Surface Firmware



Microsoft Azure Q. Search resources, services, and docs (G+/)

» Home > Microsoft Intune > Device configuration - Profiles
— Device configuration - Profiles X
‘O\ Search (Cirl+/) ‘ « ~+ Create profile == Columns 5 Filter () Refresh 4 Export
[ S S ——
— O overview ‘ @earch bI name
Profile Name Platform Profile Type Assigned Last Modified
. Manage
g iOS device restriction to block Game Center i0S/iPadOS Device restrictions Yes 5/18/19, 10:00 AM b
= Profiles
[ ] Win10-DeviceConfig-Restrictions Windows 10 and later Device restrictions Yes 5/18/19, 10:00 AM b
A i
Bl powerShell scripts !
@ = eSIM cellular profiles (preview)
el
Monitor

ﬂ Assignment status
; Audit logs !
8 Devices with restricted apps 5

& Encryption report i

I ¢ @ & &

Setup

™
-4

&= Certificate connectors |
B¥ Telecom expense management |

% Derived Credentials

Help and support

=
[ 1]

4a Help and support

SO a Hd O ¢



Security

Tenant Lockdown

Surface continues to implement
Microsoft 365 technologies 1st and Best

Tenant Lockdown—Ensure device remains bound to owning tenant
in case of accidental reset or a theft/loss of the device

Reset can only take place when connected to a network with no ability to create a local account

Builds in technologies from Autopilot, Azure AD and the new Intune UEFI Management



Security

Best-in-class security

Defense in depth from silicon to cloud

Built-in Secure Hardware—Fully Enabled

Passwords elimination: Windows Hello for Business

o . .
80 /0 reduction in annual security breach costs'

o . .
50 Y0 reduction in annual security breach volume'

A Forrester Total Economic Impact™ Study:
Maximizing your ROl from Microsoft 365 Enterprise with Microsoft Surface

Intune Wipe and Retire
Microsoft Defender 365
Windows Update for Business
Conditional Access

Advanced Windows Security Features
Windows Hello for Business
Intune UEFI Management
BitLocker

Secure Boot

SEMM

UEFI w/TPM 2.0



Deployment Management Security



Deployment Management

Security



Removing the barriers

Surface empowers productivity and innovati

Workers realized nearly five hours
in weekly productivity gains'

Business decision making by senior
leadership was accelerated by nearly 21%'

76% agree that Microsoft 365-powered Surface
devices have helped improve employee retention’

A Forrester Total Economic Impact™ Study:
Maximizing your ROI from Microsoft 365 Enterprise with Microsoft Surface



B® Microsoft Surface

Our Surface Family

Studio

The ultimate creative studio

The most immersive and

powerful Surface desktop with a Book Laptop
28" fully adjustable touch-screen.

Powerhouse Style and speed
performance The perfect everyday
Ultimate performance in a laptop is now even faster.
laptop form factor with Choose from two durable
13.5" or 15" detachable keyboard finishes with
touchscreen. 13.5" or 15"

touchscreens.

Pro

Ultra-light versatile

The iconic Surface 2-in-1,
now even faster and more
versatile with USB-A

& USB-C.

Go

Portable power

The smallest, most
affordable Surface
2-in-1 with a 10"
touchscreen.
Available with 4G LTE

Hub

Teamwork without boundaries

The revolutionary all-in-one digital whiteboard,
meetings platform, and collaborative computing device




2 Microsoft

Surface to Chip Cloud Security



Today's workplace
needs an integrated
security solution

v Organizations are pivoting to remote work

v Current network infrastructures were not built
with today’s security in mind

v Increasingly sophisticated and targeted attacks,
specifically at a firmware level

v Customers need an added layer of security to
ensure comprehensive protection as they adapt
to remote work




The increasing costs of data breaches

A

b B

$3.86M >$124B 190 $10B

USD USD DAYS USD

average total cost of data will be spent worldwide average mean time it will be spent globally

breach to companies for information security takes to identify a data on security awareness

worldwide, +6.4% from in 2019 2 breach training for employees
20171 in 2027 3

NASCIO, Ponemon Institute’s 2018 Cost of a Data Breach Study, September 2018. 2Gartner, Gartner Forecasts Worldwide Information Security to Exceed $124 Billion in
2019, August 2018. 3https://www.cpomagazine.com/cyber-security/11-eye-opening-cyber-security-statistics-for-2019, June 2019.



Did you know? Security effects more than just IT

RO
yaN

0% 6% 24X

Three years after an 96% of cybercriminals The average cost of
attack, breached attack to gather downtime is 24 times
companies underperform intelligence such as higher than the average
the index by a margin of proprietary IP. 4 ransom amount. 4

over 40%. 4

1300+ Terrifying Cybercrime and Cybersecurity Statistics & Trends [2020] EDITION] — Comparitech, July 2020, https://www.comparitech.com/vpn/cybersecurity-cyber-crime-statistics-facts-trends/
2 https://www.blackstratus.com/risk-liability-assessment/

—

LAWSUITS
& FINES

Companies can be sued
by customers whose PII
has been stolen; and
fined by regulatory
agencies.



There is a clear need for device protection.
The answer? Layered security with Microsoft Surface.

Factory-level
security protocols
& inspection

]

Microsoft-
designed & built
components

Ultimate control
via remote device
management

- Advanced +
Windows Security
factory enabled

Highly Secure
Surface PC

Every layer of Surface from chip to cloud is developed and maintained by Microsoft, giving you
ultimate control, proactive protection, and peace of mind wherever and however work gets done.



Defense in Depth: Layered security with Surface

i =SSl Ay
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Microsoft- + Factory-level + Advanced +| Ultimate control | = .
designed & built security protocols Windows Security via remote device Highly Secure
components & inspection factory enabled management Surface PC

Every layer of Surface from chip to cloud is developed and maintained by Microsoft, giving you
ultimate control, proactive protection, and peace of mind wherever and however work gets done.



Defense in Depth: Layered security with Surface

Microsoft built UEFI for Boot Security and

/ Firmware Management

TPM 2.0 Security Processor to
_—— ensuredata protection

Microsoft-
designed & built
components

Highly Secure

\ Windows 10 and Microsoft 365 Defender Surface PC
enterprise defense suite, built-in is better

than bolt-on

Every layer of Surface from chip to cloud is developed and maintained by Microsoft, giving you
ultimate control, proactive protection, and peace of mind wherever and however work gets done.



Defense in Depth: Layered security with Surface

Ultimate control
via remote device
management

- Advanced +
Windows Security
factory enabled

Microsoft-
designed & built
components

Factory-level
security protocols
& inspection

Highly Secure
Surface PC

Every layer of Surface from chip to cloud is developed and maintained by Microsoft, giving you
ultimate control, proactive protection, and peace of mind wherever and however work gets done.



Defense in Depth: Layered security with Surface
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Microsoft- + Factory-level + Advanced +| Ultimate control | = .
designed & built security protocols Windows Security via remote device Highly Secure
components & inspection factory enabled management Surface PC

Every layer of Surface from chip to cloud is developed and maintained by Microsoft, giving you
ultimate control, proactive protection, and peace of mind wherever and however work gets done.



Defense in Depth: Layered security with Surface

Component inspection and testing
at final assembly locations

Use of Microsoft developed &
maintained firmware, drivers

security protocols
& inspection and OS

Secure logistics to Microsoft
resellers

Highly Secure
Surface PC

Every layer of Surface from chip to cloud is developed and maintained by Microsoft, giving you
ultimate control, proactive protection, and peace of mind wherever and however work gets done.



Defense in Depth: Layered security with Surface

Ultimate control
via remote device
management

- Advanced +
Windows Security
factory enabled

Microsoft-
designed & built
components

Factory-level
security protocols
& inspection

Highly Secure
Surface PC

Every layer of Surface from chip to cloud is developed and maintained by Microsoft, giving you
ultimate control, proactive protection, and peace of mind wherever and however work gets done.



Defense in Depth: Layered security with Surface
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Microsoft- + Factory-level + Advanced +| Ultimate control | = .
designed & built security protocols Windows Security via remote device nghly Secure
components & inspection factory enabled management Surface PC

Every layer of Surface from chip to cloud is developed and maintained by Microsoft, giving you
ultimate control, proactive protection, and peace of mind wherever and however work gets done.



Defense in Depth: Layered security with Surface

Virtualization-based security (VBS)

to separate applications and data
o / from the core of Windows 10
=

Advanced » Secure Boot and Boot Guard to
Windows Security ensure Windows 10 is authentic Highly Secure
factory enabled Surface PC

\ Bitlocker to secure and encrypt your

data and Windows Hello to enable
password-less login

Every layer of Surface from chip to cloud is developed and maintained by Microsoft, giving you
ultimate control, proactive protection, and peace of mind wherever and however work gets done.



Defense in Depth: Layered security with Surface

Ultimate control
via remote device
management

- Advanced +
Windows Security
factory enabled

Microsoft-
designed & built
components

Factory-level
security protocols
& inspection

Highly Secure
Surface PC

Every layer of Surface from chip to cloud is developed and maintained by Microsoft, giving you
ultimate control, proactive protection, and peace of mind wherever and however work gets done.
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Surface PC

Every layer of Surface from chip to cloud is developed and maintained by Microsoft, giving you
ultimate control, proactive protection, and peace of mind wherever and however work gets done.



Defense in Depth: Layered security with Surface

Complete device management
/ through the cloud via Microsoft
ﬁ@)) Endpoint Manager (MEM)

Automatic Updates from
Windows Update for Business

Ultimate control >
via remote device

Highly Secure
management Surface PC

\ Granular firmware management
to disable components pre-boot

via MEM

Every layer of Surface from chip to cloud is developed and maintained by Microsoft, giving you
ultimate control, proactive protection, and peace of mind wherever and however work gets done.
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Every layer of Surface from chip to cloud is developed and maintained by Microsoft, giving you
ultimate control, proactive protection, and peace of mind wherever and however work gets done.



Why firmware defense matters
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By 2022, 70% of organizations that
do not have a firmware upgrade
plan in place will be breached due to
a firmware vulnerability.

- Gartner

1

Y
Y

Jan 2018

Spectre & Meltdown vulnerability at processor level of all x86, PowerPC and select ARM
devices.

Jan 2019

ShadowHammer supply chain attack against ASUS firmware infecting > 1M devices.

Sept 2020

MosaicRegressor is identified as a bootkit that over-writes the UEFI and is used for espionage
and data exfiltration.

Sept 2020

US National Security Agency (NSA) issues technical report recommending Secure Boot and
protections for UEFI/Firmware.

Dec 2020

Trickbot malware begins to target UEFI vulnerabilities to overwrite firmware and takeover
OS as a bootkit.



Chip to cloud security is built-in to Surface DNA

BB Microsoft

B Surface

*Exclusive to Surface

[E]

Hardware
Defend against
hardware &
supply chain
attacks

TPM 2.0
BitLocker
Windows Hello

lololo
ololol
lololo

Firmware
Ensure each
stage in the boot
cycle launches
authentic code

Microsoft UEFI*
Surface
Enterprise Mgmt
Mode (SEMM)*
Intune (DFCI)*

©

Operating
System
Protect identities
& defend against
malicious drivers

Advanced
Windows
Security Features
(HVCI/VBS)
Secure Boot
enabled by
default

4D

Cloud

Remotely
prevent, detect
& respond

Microsoft 365
Defender
Windows Update
for Business
Conditional Access
MDM UEFI
Management*




Reduce risk and lower costs with Microsoft
365—powered Surface devices

20%|

reduction

in security breaches
for Surface users

=3
17%)

reduction

In endpoint security
spend

£
14%|

reduction

in mobile device
management spend

Source: A commissioned Total Economic Impact™ study conducted by Forrester Consulting on behalf of Microsoft, July 2020. “Maximizing Your ROl from Microsoft 365 Enterprise With Microsoft Surface.”



Surface Secure: the
gold standard in
endpoint security

v" Windows Enhanced Hardware Security features enabled
out of the box to protect against malicious code

v Complete Cloud-based device management and
updates from OS to firmware to reduce IT complexity

4 Security processor protections; BitLocker to secure &
encrypt your data and Windows Hello for password-less
login

v Microsoft written, open source UEFI (BIOS) to ensure
authenticity of firmware and Windows 10




Microsoft Surface & Secured Core PCs

Different approaches but the same result: best-in-class
endpoint security from Microsoft.

Protect with
hardware root of
trust

Defend against
firmware level
attack

Prevent access to
unverified code

Protect identities
from external
threats

Surface
Devices

v

- <

Secured Core
PCs

S S



Microsoft Surface & Secured Core PCs

Different approaches but the same result: best-in-class endpoint
security from Microsoft.

Protect identities
from external threats

Prevent access to
unverified code

Protect with hardware
root of trust

Defend against
firmware level attack

Surface
Devices

Secured
Core PCs

v

Surface’s Root of Trust checks
signatures and measurements at
each stage to tightly ensure each
stage is secure and authentic
before allowing the next phase of
boot to proceed.

v

Partnering with leading PC
manufacturers and silicon vendors,
secured-core PCs use industry
standard hardware root of trust
coupled with security capabilities
built into today’'s modern CPUs.

v

Microsoft builds its own firmware
from the ground up, rather than
relying on 3 party source code.
This allows Microsoft to
continuously provides updates,
down to the firmware level to
protect against the latest threats.

v

Secured-core PCs use hardware
rooted security in the modern CPU
to launch the system into a trusted
state, preventing advanced
malware from tampering with

the system and attacking at the
firmware level.

v

With Hypervisor Code Integrity
(HVCI), Windows 10 devices are
protected from running any
unverified code. Code running
within the trusted computing base
runs with integrity and is not
subject to exploits or attacks.

v

Protect Identities from external
threats with Windows Hello2.
Credential Guard ensures that
identity and domain credentials
are isolated and protected in a
secure environment.




Surface Security Specifications

W10 O/S Surface + Surface

i ?
Feature  OEMs only What does it mean?

Security Feature

Replaces the standard basic input/output system (BIOS) with new features including faster startup and improved
Custom Built UEFI Yes' security. The Unified Extensible Firmware Interface (UEFI) — built by Microsoft without third-party involvement —
ensures significantly more control over the hardware of a device and speedier react times. "
DCFI (Device Firmware Delivers cloud-scale remote firmware management with zero-touch device provisioning. Microsoft's own UEFI allows
Configuration Interface) Yes? stronger DCFl implementation, enabling organizations to disable hardware elements and remotely lock UEFI using
9 Intune. '
Mitigates potential security vulnerabilities associated with using removable SSDs or external storage devices. Newer
Protected DMA Access ves Surface devices come with DMA Protection enabled by default.
Surface Data Eraser Yes Provides a bootable USB tool to securely wipe data from your Surface devices.
;Exg/lgésr;'zﬁtcﬁﬂigt:)rp”se Yes Enables centralized enterprise engagement of UEFI firmware settings across on-premises, hybrid, and cloud environments."
Removable SSD Yes Yes? Helps organizations protect their data and comply with data retention policies.
Physical TPM 2.0 Yes Uses a physical, discrete TPM 2.0 chip, implementing a secure and sandboxed environment for storing passwords, PIN
y ’ numbers, and certificates.
BitLocker Yes Yes Yes Combined with physical TPM and UEFI, provides a significantly improved and integrated encryption solution.

[1] Surface Go and Surface Go 2 use a third party UEFI and do not support DFCI. DFCl is currently available for Surface Laptop Go, Surface Book 3, Surface Laptop 3, Surface Pro 7, and Surface Pro X. about managing Surface UEFI settings.
[2] DFCl is currently available for Surface Laptop Go, Surface Book 3, Surface Laptop 3, Surface Pro 7, and Surface Pro X. about managing Surface UEFI settings.
[3] Removable SSD available on Surface Laptop 3, Surface Laptop Go, and Surface Pro X. Hard drive is only removable by skilled technicians following Microsoft instructions. Hard drive replacement may cause damage or safety risk and is not recommended.



Surface Security Specifications (conta)

Security Feature

W10 O/S
Feature

Surface +
OEMs

What does it mean?

Windows Hello for

Replaces passwords with strong two-factor authentication on PCs and mobile devices. This authentication

Business Yes ves Yes consists of a new type of user credential that is tied to a device and uses a biometric or PIN.
Secure Boot Ves Yes Yes Enabled by UEFI .and TPM 2.0, ensures that only code signed, measured, and correctly implemented code can execute
on a Surface device.
Microsoft Defender with Ships Provides an enterprise endpoint security platform designed to help enterprise networks prevent, detect, investigate,
. Yes Yes
Endpoint Enabled and respond to advanced threats.
Windows Defender Ships Isolates and hardens key systems and user secrets, making an attack against user credentials much harder to
. Yes Yes
Credential Guard Enabled perform.
Windows Defender Ves Yes Ships Hardens computers against malware and prevents malicious code. If code is not previously confirmed as
Application Control Enabled secure, it cannot run.

[1] Surface Go and Surface Go 2 use a third party UEFI and do not support DFCI. DFCl is currently available for Surface Laptop Go, Surface Book 3, Surface Laptop 3, Surface Pro 7, and Surface Pro X. about managing Surface UEFI settings.
[2] DFCl is currently available for Surface Laptop Go, Surface Book 3, Surface Laptop 3, Surface Pro 7, and Surface Pro X. about managing Surface UEFI settings.
[3] Removable SSD available on Surface Laptop 3, Surface Laptop Go, and Surface Pro X. Hard drive is only removable by skilled technicians following Microsoft instructions. Hard drive replacement may cause damage or safety risk and is not recommended.




Surface is secured
chip-to-cloud

 Secure from chip-level to cloud management

« Silicon, firmware, OS, and cloud service each play a role

- Defense in depth

- Layering of independent
defensive sub-components

CHIP to CLOUD

« UEFI w/TPM 2.0 + Advanced Windows
Security Features
+ SEMM o\
+ Conditional Access
» Secure Boot ] .
* Windows Update for Business
» BitLocker

+ MDM UEFI Management

e Microsoft Defender ATP

* Intune Wipe and Retire
*  Windows Hello




Securing boot

Security standard to boot only a trusted OS

Trust chain

+ Root of Trust anchored in HW
« Each stage checks the next

« Boot Guard, Secure Boot

Boot phases

Soc
Power on initialization

OEM key ? T

ACM checks ACM checks

PCRO

PEI

Security components
+ SoC security processor—vendor and OEM keys
« TPM 2.0—security processor
Crypto engine
Keys
Measurements
+ VMK (BitLocker)

PCRs
Root of trust PEI checks DXE

BDS
SEC PEI DXE .
. : Boot device
security Pre-EFI Drivers selection

Measurements Measurements

DXE checks
Boot Loader

Boot to OS



Surface firmware

Surface

Firmware are built by Surface
» Surface builds UEFI/controllers/sensors/SoC firmware

+ Surface UEFI based from Windows'
UEFI Project Mu open source

« Mitigation against supply chain attacks

A-B update mechanism
« Guard against corrupted updates

FW is kept current via Windows Update
« Windows signed drivers wrap Capsule Updates

« Surface signed capsule update

« UEFI applies FW update payload

« Color progress bar indicates which FW is updating




Surface Enterprise
Management Mode

UEFI software tool for volume deployments

Secure and manage UEFI firmware configuration
Standalone tool or integration with SCCM

Manage individual components,
boot order and advanced settings
« Disable and lock devices (no drilling!)

- Lock out UEFI front pages

8 Surface UEFI
PC information

Security

Devices

Boot configuration

About

Exit

Devices

Choose which devices and ports are enabled on this Surface.

Docking USB port @D on
Front Camera m On
Rear Camera Q On
IR Camera Q On
On-Board Audio @D on
Wi-Fi & Bluetooth @D on
Bluetooth @D on




DFCI/Cloud UEFI
Management

Capabilities of SEMM through Intune/MDM

Cloud-scale remote firmware management with zero-
touch device provisioning

Eliminates BIOS passwords, provides control of security
settings including boot options and built-in peripherals

Lays the groundwork for advanced security scenarios in
the future

Implemented first on Surface

Enterprise
Mobility + Security

DFCI

"
N2

UEFI

N\




BitLocker

Drive encryption protecting data and OS

Automatic device encryption
enabled during OOBE when:

« TPM is present
« Secure Boot enabled

Bitlocker Recovery
« When security and/or boot changes have been
made

Removable SSD
« DMA remapping protection




Windows Hello for Business

Replaces passwords with strong
two-factor authentication on Surface

Trusted authentication
« Facial recognition

 Finger recognition

« Strong on-device PIN

Paired with password or pin stored
(encrypted) during OOBE

Valid Biometric unlocks TPM key
to access pin and allow login




Advanced Windows
Security Features VTLO VLY

Virtual Secure Mode (VSM)
« Virtualization Based Security (VBS),

Isolated
User Mode

. . Kernel
security enclave on hypervisor mode
g code
. .. User mode User integrit
Microsoft Defender Application Control Apps Credential I
« Harden Surface against Malware Guard

Credential Guard

« Isolate key system and user secrets Secure
Kernel mode VSM Kernel Mode

Hypervisor Code Integrity (HVCI)
« Protects drivers/apps against code modification
+ Ensure Trustlets have valid cert




Conditional access

Control access and protect your Surface

Conditional access
+ Intune managed policies

« Devices are granted access
based on compliance

« Non-Compliant devices are
blocked or automatically remediated

Geo-fencing, automated
posture-changing and network-based
firmware management... maybe!

019 ¢

Conditions 2000

Employee & Partner
Users and Roles

Controls

Allow/block
access

Machine s
learning Limited
) access

Trusted &
Compliant Devices

Require
Real time MFqA
Evaluation

Engine

Physical & T= % Force
Virtual Location = password

Policies Effective reset

policy

Client apps &
Auth Method

Block legacy
authentication



Microsoft Defender 365

Detect, investigate, and respond to attacks

Agentless, cloud-powered
« Always up to date

Unparalleled optics

+ Built into Windows 10 and exchanges data
with Microsoft Intelligent Security Graph

Automated security
« Alert to remediation in minutes

Synchronized defense
 Shared across Microsoft365, device/identity/data

Microsoft Defender ATP

Built-in. Cloud-powered.
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THREAT & ATTACK NEXT ENDPOINT AUTO MICROSOFT
VULNERABILITY SURFACE GENERATION DETECTION INVESTIGATION THREAT
MANAGEMENT REDUCTION PROTECTION & RESPONSE 8 REMEDIATION EXPERTS



Windows Update
for Business

Always up to date with latest security defenses

Surface works closely with Windows to
push all updates through Windows Update

Integrates with Configuration Manager,
Intune and WSUS

Utilize deployment rings for testing

Reports via Windows Analytics




Surface Tools for Business

Further protect your Surface

Deployment
- Surface Enterprise Management Mode
- Surface Deployment Accelerator (Scripts: Open Source)

Management

- Surface Dock Firmware Updater (silent)
- Surface Brightness Control

- Surface Diagnostics toolkit for Business

Retirement
« Surface Data Eraser

Download: aka.ms/SurfaceTools
Documentation: aka.ms/SuraceToolsDocs
Videos: aka.ms/SurfaceToolsVideo



https://aka.ms/SurfaceTools
https://aka.ms/SurfaceToolsDocs
https://aka.ms/SurfaceToolsVideo

Key takeaways

Built from the ground up for best-in-class security

Surface is secured chip-to-cloud

« Providing best and first security innovations
from Surface, Windows, and EMS

« Surface firmware tightly controlled by Microsoft
« Security stays current through automatic updates

« Enterprise management of devices
securely through the cloud

CHIP to CLOUD

« UEFI w/TPM 2.0 * Advanced Windows
Security Features

« SEMM .
e Conditional Access

» Secure Boot . .
* Windows Update for Business

e Microsoft Defender ATP

e BitLocker

+ MDM UEFI Management . .
* Intune Wipe and Retire

e Windows Hello




Thank You



